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Quantum	
  key	
  distribu8on	
  
Two	
  main	
  approaches:	
  
1.  Prepare-­‐and-­‐measure	
  [BB’84,Benne@’92]	
  	
  

–  Alice	
  sends	
  photons	
  encoded	
  in	
  comp.	
  or	
  Had.	
  basis	
  
–  Bob	
  measures	
  in	
  random	
  basis	
  

key	
  𝜅:	
  iden8cal	
  bases	
  →	
  iden8cal	
  outcomes	
  

–  Uncertainty	
  principle:	
  Eve	
  cannot	
  learn	
  informa8on	
  
	
  without	
  disturbing	
  the	
  state	
  

	
  	
  

2.  Entanglement-­‐based	
  [Ekert’91]	
  
–  Alice	
  prepares	
  EPR	
  pairs	
  and	
  sends	
  half	
  of	
  each	
  to	
  Bob	
  

–  Alice	
  measures	
  in	
  comp.,	
  Had.	
  or	
  𝜋/8	
  basis.	
  Bob	
  measures	
  in	
  Had.,	
  𝜋/8	
  or	
  3𝜋/8	
  
key	
  𝜅:  iden8cal	
  bases	
  -­‐>	
  iden8cal	
  outcomes	
  

–  Verifica8on	
  of	
  CHSH	
  viola8on	
  ensures	
  Eve	
  has	
  not	
  tampered	
  with	
  the	
  EPR	
  pairs	
  	
  
	
  	
  

Search	
  for	
  rigorous	
  security	
  proofs	
  has	
  spawned	
  host	
  of	
  novel	
  theore8cal	
  works	
  
•  [Mayers’96,Koashi’06]	
  Uncertainty	
  rela8ons	
  
•  [LC’99,SP’00]	
  Entanglement	
  dis8lla8on,	
  error-­‐correc8ng	
  codes	
  

•  [Renner’05]	
  Condi8onal	
  entropy	
  measures,	
  privacy	
  amplifica8on	
  

|0〉,  |+〉	
  

0,  1	
  
(|00〉+|11〉)/√2	
  

𝜅∈ ​{0,1}↑𝐾 	
   𝜅	
  	
  

𝜅?	
  



Uncondi8onal	
  security?	
  
QKD	
  is	
  major	
  field	
  of	
  experimenta8on	
  

–  Dedicated	
  fiber	
  op8c	
  networks	
  
(SEQOQC;	
  Tokyo)	
  

–  Free-­‐space	
  links	
  
(Zeilinger,	
  Vienna;	
  Pan,	
  Heifei)	
  	
  

–  Satellite-­‐based	
  relays	
  
–  Commercially	
  available	
  systems	
  

(idQuan8que;	
  MagiQ)	
  

	
  
	
  Uncondi8onal	
  security	
  is	
  major	
  selling	
  point.	
  But	
  what	
  if…	
  
»  Alice	
  or	
  Bob’s	
  measurement	
  bases	
  are	
  misaligned?	
  
»  Alice’s	
  device	
  generates	
  not	
  one	
  but	
  many	
  photons,	
  some	
  of	
  which	
  go	
  
to	
  Eve	
  (e.g.	
  informa8on	
  copied	
  in	
  extra	
  degrees	
  of	
  freedom)?	
  

»  Bob’s	
  detector	
  can	
  be	
  controlled	
  to	
  only	
  register	
  certain	
  events?	
  

	
  	
  
Security	
  of	
  QKD	
  cri8cally	
  depends	
  on	
  quality	
  of	
  devices	
  





The	
  challenge	
  of	
  device	
  independence	
  	
  

Can	
  we	
  guarantee	
  security	
  without	
  making	
  assump8ons	
  on	
  the	
  QM	
  devices?	
  
	
  	
  	
  

•  [MY’98]	
  propose	
  self-­‐checking	
  of	
  the	
  photon	
  source	
  
–  Observing	
  the	
  correct	
  correla8ons	
  

guarantees	
  genera8on	
  of	
  EPR	
  pair	
  	
  

–  Result	
  not	
  robust:	
  need	
  to	
  check	
  
for	
  exact	
  correla8ons	
  

	
  	
  

	
  

•  [BLM+’05,BHK’05]:	
  No	
  need	
  to	
  fully	
  characterize	
  systems	
  
–  Key	
  observa8on	
  [Eke’91]:	
  viola8on	
  of	
  Bell	
  	
  

inequality	
  implies	
  privacy	
  	
  
–  General	
  argument	
  in	
  no-­‐signaling	
  senng	
  

Manifesta8on	
  of	
  monogamy	
  of	
  correla8ons	
  

𝑝(𝑎,𝑏|𝑥,𝑦)	
  

A	
   B	
   E	
  

A	
  

𝑥	
   𝑦	
  

𝑎	
   𝑏	
   𝑒	
  

B	
  

A	
   B	
  

𝑒=𝑎?	
  ?	
  𝑎⊕𝑏=𝑥∧𝑦	
  	
  



The	
  DIQKD	
  challenge	
  	
  
–  Devices	
  designed	
  by	
  adversary	
  Eve	
  
–  Execute	
  protocol.	
  No	
  signaling	
  between	
  

labs,	
  but	
  all	
  communica8on	
  public	
  

–  Goal:	
  protocol	
  does	
  not	
  abort	
  
→	
  A,B	
  share	
  iden8cal	
  secure	
  key	
  𝜅	
  	
  

–  Targets:	
  efficiency,	
  noise	
  tolerance	
  
(“honest”	
  devices	
  allowed	
  to	
  err	
  1%	
  of	
  the	
  8me)	
  
	
  

•  Previous	
  work:	
  Security	
  against	
  collec8ve	
  a@acks,	
  but	
  for	
  (2𝑁+1)  devices	
  
–  [AGMMPS+’05-­‐09]	
  sharp	
  quan8ta8ve	
  results	
  for	
  no-­‐signaling	
  adversaries.	
  	
  

–  [ABGMPS+,HR’07-­‐11]	
  be@er	
  rates	
  for	
  quantum	
  adversaries	
  

•  [BCK’12a,RUV’12]:	
  DIQKD	
  possible	
  without	
  addi8onal	
  no-­‐signaling	
  assump8ons	
  
–  Protocols	
  inefficient,	
  vanishingly	
  small	
  noise	
  tolerance	
  	
  

•  [This	
  work]	
  DIQKD	
  can	
  be	
  achieved	
  in	
  a	
  realis8c	
  senng	
  	
  
–  [BCK’12b]	
  No	
  independence	
  +	
  noise	
  ⇒	
  open	
  door	
  for	
  elaborate	
  adversarial	
  strategies	
  

	
   	
   	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  e.g.	
  later	
  outputs	
  can	
  reveal	
  informa8on	
  about	
  prior	
  basis	
  choices	
  

A	
   B	
  

​𝑥↓1 	
   ​𝑦↓1 	
  

𝜅	
  	
   𝜅	
  	
  

𝜅?	
  ?	
  

​𝑎↓1 	
   ​𝑏↓1 	
  
​𝐴↓1 	
  

​𝐴↓2 	
  

​𝐴↓𝑁 	
  

​𝐵↓1 	
  

​𝐵↓2 	
  

​𝐵↓𝑁 	
  
​𝑥↓𝑁 	
   ​𝑦↓𝑁 	
  
​𝑎↓𝑁 	
   ​𝑏↓𝑁 	
  

post-­‐	
  
proc.	
  

post-­‐	
  
proc.	
  



A	
  protocol	
  for	
  efficient	
  DIQKD	
  

Simple	
  variant	
  of	
  [Eke’91].	
  N	
  rounds:	
  
•  A	
  takes	
  inputs	
  in	
  {0,1,2},	
  B	
  in	
  {0,1}	
  

–  Inputs	
  (0/1,	
  0/1):	
  CHSH	
  𝑎⊕𝑏=𝑥∧𝑦.	
  .	
  
–  Inputs	
  (2,1):	
  iden8cal	
  outputs	
  

•  Check	
  correla8ons	
  in	
  random	
  subset	
  of	
  rounds	
  
–  Communicate	
  inputs/outputs	
  

–  Abort	
  if	
  viola8on	
  <	
  opt	
  -­‐	
  𝜂	
  (“noise”)	
  
•  	
  Raw	
  key	
  extracted	
  from	
  (2,1)	
  rounds	
  

–  Final	
  key	
  obtained	
  aver	
  informa8on	
  	
  
reconcilia8on	
  and	
  privacy	
  amplifica8on	
  	
  

	
  
Thm:	
  	
  w.p.	
  ≥1−𝜖,	
  	
  a	
  key	
  𝜅	
  of	
  length	
  ≈0.3(𝑁/6)	
  	
  	
  of	
  length	
  ≈0.3(𝑁/6)	
  	
  
is	
  extracted	
  such	
  that	
  || ​𝜌↓𝐾𝐸 − ​𝑈↓𝐾 ⊗ ​𝜌↓𝐸 ||≤𝜖	
  	
  

(devices	
  subject	
  to	
  𝜂≤2%	
  noise	
  are	
  accepted	
  w.p.	
  ≥1−𝜖)	
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0	
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0	
  
0	
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0	
  

𝜅	
  	
  

Result:	
  an	
  efficient,	
  noise-­‐tolerant	
  protocol	
  secure	
  against	
  	
  
	
  	
  	
  	
  	
  	
  	
  arbitrary	
  quantum	
  devices	
  &	
  adversary	
  

	
  



•  Adversary’s	
  goal:	
  create	
  devices	
  such	
  that,	
  in	
  any	
  round:	
  
	
  	
  

–  Inputs	
  are	
  (2,1):	
  she	
  obtains	
  the	
  	
  
same	
  output	
  as	
  both	
  players	
  
→	
  GHZ	
  state	
  |𝜓〉= ​1/√3 (|000〉+|111〉)	
  

	
  	
  
–  Inputs	
  are	
  (0/1,0/1):	
  the	
  devices	
  

	
  sa8sfy	
  the	
  CHSH	
  condi8on	
  	
  
→	
  EPR	
  pair	
  |𝜓〉= ​1/√2 (|00〉+|11〉)	
  

	
  

•  No	
  state	
  is	
  simultaneously	
  “EPR-­‐like”	
  and	
  “GHZ-­‐like”!	
  

•  Monogamy	
  statements	
  are	
  notoriously	
  hard	
  to	
  formalize	
  
–  Eve	
  is	
  not	
  restricted	
  to	
  a@acking	
  individual	
  rounds	
  separately	
  
–  Breaking	
  the	
  protocol	
  only	
  requires	
  to	
  obtain	
  diffuse	
  

informa8on	
  about	
  all	
  rounds	
  (e.g.	
  a	
  few	
  pari8es)	
  

–  The	
  protocol	
  leaks	
  substan8al	
  amounts	
  of	
  informa8on	
  	
  

The	
  basic	
  intui8on	
  

A	
   B	
   E	
  
2	
   1	
  

𝑎	
   𝑎	
   𝑒=𝑎?	
  

A	
   B	
   E	
  
𝑥	
   𝑦	
  

𝑎	
   𝑏	
  
𝑎⊕𝑏=𝑥∧𝑦?	
  



Genera8ng	
  cer8fied	
  randomness	
  

•  Trusted	
  random	
  bits	
  are	
  prerequisite	
  for	
  QKD	
  
(Generated	
  key	
  should	
  appear	
  random	
  to	
  Eve)	
  

	
  

•  [Col’09,PAM+’10]:	
  randomness	
  cer8fied	
  based	
  on	
  average	
  Bell	
  viola8on	
  

–  No	
  independence	
  assump8on	
  

–  Classical	
  adversary	
  only	
  
	
  	
  

•  [VV’12]:	
  extend	
  to	
  quantum	
  adversaries	
  

–  Protocol	
  tailored	
  to	
  randomness	
  genera8on,	
  no	
  noise	
  tolerance	
  

–  Two	
  useful	
  tools:	
  
1.  The	
  “guessing	
  game”,	
  or	
  how	
  to	
  think	
  about	
  monogamy	
  

2. 	
  The	
  “quantum	
  reconstruc8on	
  paradigm”,	
  or	
  how	
  to	
  leverage	
  	
  
	
  the	
  adversary’s	
  low	
  dis8nguishing	
  probability	
  

​𝑥↓1 	
   ​𝑦↓1 	
  

𝑅	
  	
  

​𝑎↓1 	
   ​𝑏↓1 	
  

​𝑥↓𝑁 	
   ​𝑦↓𝑁 	
  
​𝑎↓𝑁 	
   ​𝑏↓𝑁 	
   𝑅?	
  



1.	
  The	
  guessing	
  game	
  

•  Monogamy	
  of	
  quantum	
  states:	
  ​𝜌↓𝐴𝐵 =|​𝜓↓𝐸𝑃𝑅 〉〈 ​𝜓↓𝐸𝑃𝑅 |⇒	
  

𝐵,𝐸	
  uncorrelated	
  

•  Monogamy	
  of	
  correla8ons	
  ?	
  	
  	
  	
  strong	
  correla8ons	
  between	
  A↔B	
  and	
  
	
   	
   	
   	
  	
  	
  B↔E	
  are	
  incompa8ble	
  with	
  no-­‐signaling	
  

•  Simple	
  scenario:	
  

	
  

•  Set	
  𝑦=1⇒𝑎⊕𝑏=𝑥∧𝑦=𝑥,	
  and	
  𝑒=𝑎	
  	
  so	
  	
  𝑒⊕𝑏=𝑥	
  
→	
  B	
  and	
  E	
  can	
  guess	
  A’s	
  input	
  𝑥	
  	
  	
  	
  

•  Conceptual	
  tool	
  adapts	
  well	
  to	
  more	
  complex	
  scenarios	
  
→	
  to	
  rule	
  out	
  adversarial	
  strategy:	
  “how	
  can	
  it	
  be	
  used	
  in	
  the	
  guessing	
  game?”	
  

A	
   B	
   E	
  

𝑥	
  

𝑦	
  

𝑎	
   𝑏	
   𝑒	
  

𝑒=𝑎?	
  𝑎⊕𝑏=𝑥∧𝑦?	
  ?	
  



2.	
  The	
  quantum	
  reconstruc8on	
  paradigm	
  

Lemma	
  [DVPR’11]:	
  	
  	
  Assume   ​𝐻↓∞↑𝜖 ​𝑅 ⁠𝐸 ≪0.1𝑁.	
  	
  
There	
  exists	
  ≈0.1𝑁  “advice	
  bits”	
  ​𝑔↓𝐴𝑑𝑣 (𝑅)	
  such	
  that,	
  	
  
given	
   ​𝑔↓𝐴𝑑𝑣 (𝑅),	
  Eve	
  can	
  guess	
  𝑅  with	
  success	
  𝑝𝑜𝑙𝑦(𝜖/𝑁)	
  	
  

•  Eve’s	
  “informa8on”	
  about	
  R	
  quan8fied	
  by	
  ​𝐻↓∞↑𝜖 (𝑅|𝐸)	
  
•  Ul8mate	
  goal	
  is	
  show	
  e.g.	
   ​𝐻↓∞↑𝜖 ​𝑅 ⁠𝐸 ≫0.1𝑁.	
  	
  

Proof	
  by	
  contradic8on:	
  how	
  do	
  we	
  use	
   ​𝐻↓∞↑𝜖 ​𝑅 ⁠𝐸 ≪0.1𝑁	
  ?	
  

•  Introduced	
  in	
  [Tre’01]	
  to	
  analyze	
  classical	
  extractors	
  

•  [DV’11,DVPR’12]	
  Generaliza8on	
  to	
  quantum	
  senng	
  requires	
  more	
  work:	
  	
  
reconstruc8on	
  involves	
  repeated	
  measurement	
  of	
  E	
  

•  [KT06]:	
  can	
  assume	
  Eve	
  applies	
  specific	
  measurement	
  (PGM)	
  
→	
  simultaneously	
  refines	
  all	
  required	
  measurements	
  

𝑅	
  	
  
𝑅?	
  Smooth	
  condi8onal	
  min-­‐entropy	
  quan8fies	
  E’s	
  ignorance	
  about	
  R	
  

E	
  



Back	
  to	
  the	
  DIQKD	
  protocol	
  
	
  	
  

•  A	
  takes	
  inputs	
  in	
  {0,1,2},	
  B	
  in	
  {0,1}	
  
–  Inputs	
  (0/1,	
  0/1):	
  CHSH	
  𝑎⊕𝑏=𝑥∧𝑦.	
  .	
  

–  Inputs	
  (2,1):	
  iden8cal	
  outputs	
  

•  Check	
  correla8ons	
  in	
  random	
  subset	
  of	
  rounds	
  
–  Communicate	
  inputs/outputs	
  

–  Abort	
  if	
  viola8on	
  <	
  opt	
  -­‐	
  𝜂	
  (“noise”)	
  
•  	
  Raw	
  key	
  extracted	
  from	
  (2,1)	
  rounds	
  

	
  	
  

•  Suppose	
  Eve	
  can	
  dis8nguish	
  𝜅	
  from	
  uniform	
  with	
  advantage	
  𝜖≈​	
  from	
  uniform	
  with	
  advantage	
  𝜖≈​
2↑− ​𝑐↓0 𝑁 	
  
–  Reconstruc8on	
  paradigm:	
  she	
  can	
  recover	
  B’s	
  raw	
  key	
  

​Pr⁠​𝐸𝑣𝑒  𝑔𝑢𝑒𝑠𝑠𝑒𝑠   ​𝑏↓1 …​𝑏↓𝑁  ⁠public  info.  +advice  ≥𝜖≈​
2↑− ​𝑐↓0 𝑁 	
  

–  Iden8fy	
  round  𝑖	
  with	
  successful	
  guess	
  by	
  Baye’s	
  rule	
  +	
  condi8oning	
  
→	
   ​Pr⁠​𝑔𝑢𝑒𝑠𝑠   ​𝑏↓𝑖  ⁠guess   ​𝑏↓1 ,…, ​𝑏↓𝑖−1   ≥1− ​𝑐↓0 ​
ln ⁠(2)≈0.99 	
  

–  Condi8oning	
  introduces	
  undesirable	
  correla8ons	
  

A	
   B	
  

0	
  
𝟐	
  	
  
0	
  
1	
  
1	
  
𝟐	
  	
  
0	
  
1	
  
𝟐	
  	
  
1	
  

0	
  
𝟏	
  	
  
0	
  
0	
  
1	
  
𝟎	
  	
  
0	
  
1	
  
𝟎	
  	
  
1	
  

0	
  
𝟏	
  	
  
0	
  
1	
  
0	
  
𝟎	
  	
  
0	
  
0	
  
𝟎	
  	
  
0	
  

0	
  
𝟏	
  	
  
0	
  
1	
  
1	
  
𝟏	
  	
  
2	
  
1	
  
𝟏	
  	
  
1	
  

𝜅	
  	
  



3.	
  Iden8fying	
  a	
  “good”	
  round	
  
•  Suppose	
  Eve	
  can	
  guess	
  ​𝑏↓1 …​𝑏↓𝑁 	
  with	
  small	
  success	
  𝜖	
  

→	
  ∃	
  round	
  𝑖	
  such	
  that	
  ​Pr⁠​𝑔𝑢𝑒𝑠𝑠   ​𝑏↓𝑖  ⁠𝑔𝑢𝑒𝑠𝑠   ​𝑏↓1 ,…, ​𝑏↓𝑖−1   ≥0.99	
  

	
  
•  Eve’s	
  measurement	
  may	
  depend	
  on	
  inputs	
  to	
  𝑖-­‐th	
  round	
  

→	
   ​𝜌↓𝑖↑𝑥𝑦 =	
  state	
  of	
  (A,B)	
  in	
  step	
  𝑖,	
  condi4oned	
  on	
  success	
  in	
  previous	
  rounds,	
  as	
  well	
  
•  Eve’s	
  predic8on	
  correct	
  on	
  ​𝜌↓𝑖↑21 ,	
  CHSH	
  viola8on	
  on	
   ​𝜌↓𝑖↑𝑥𝑦 	
  for	
  𝑥,𝑦∈{0,1}	
  
•  No	
  contradic8on	
  in	
  “guessing	
  game”	
  unless	
  ​𝜌↓𝑖↑𝑥𝑦   ≈	
  independent(𝑥,𝑦)	
  )	
  

–  Suppose	
   ​𝜌↓𝑖↑𝑥𝑦 	
  carries	
  a	
  lot	
  of	
  informa8on	
  about	
  𝑥𝑦	
  
–  Use	
  coding	
  argument	
  to	
  argue	
  Eve	
  could	
  signal	
  to	
  (A,B)	
  

•  Completes	
  reduc8on	
  to	
  guessing	
  game:	
  reach	
  contradic8on	
  →	
  security	
  

A	
   B	
  

0	
   0	
  
𝟐	
  	
   𝟏	
  	
  
0	
   0	
  
1	
   1	
  
1	
   1	
  

𝟏	
  	
  

E	
  

0201120                  0101111	
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𝟏	
  	
   𝟏	
  	
  

𝟎	
  	
  

​𝜌↓𝑖↑21 	
  
1	
   1	
  

​𝜌↓𝑖↑11 	
  

1?	
  
𝟎	
  	
   𝟏	
  	
  

1	
  



Summary	
  
•  Variant	
  of	
  Ekert’s	
  protocol	
  secure	
  for	
  DIQKD	
  with	
  quantum	
  adversary	
  

•  Efficient:	
  linear	
  key	
  rate,	
  tolerates	
  constant	
  noise	
  

•  Proof	
  introduces	
  tools	
  to	
  manipulate	
  quantum	
  adversary.	
  Three	
  steps:	
  
–  Reconstruc8on	
  paradigm:	
  leverage	
  adversary’s	
  limited	
  &	
  diffuse	
  informa8on	
  

–  Iden8fy	
  “good”	
  round,	
  in	
  which	
  Eve	
  can	
  guess	
  B’s	
  output	
  bit	
  
→	
  Use	
  tools	
  from	
  informa8on	
  theory	
  to	
  bound	
  correla8ons	
  from	
  condi8oning	
  

–  Guessing	
  game:	
  intui8ve	
  way	
  to	
  make	
  final	
  monogamy	
  statement	
  

	
  

•  Improve	
  analysis	
  &	
  apply	
  to	
  other	
  senngs	
  	
  
(two-­‐way	
  protocols;	
  meas-­‐device-­‐indep.	
  protocols)	
  

•  Technical	
  statement	
  intermediate	
  between	
  “robust	
  tes8ng”	
  and	
  “privacy	
  of	
  no-­‐
signalling	
  correla8ons”.	
  What	
  is	
  the	
  most	
  appropriate	
  level	
  of	
  granularity?	
  	
  

•  New	
  tools	
  for	
  study	
  of	
  monogamy,	
  but	
  much	
  more	
  needed	
  to	
  really	
  understand	
  
its	
  extent	
  in	
  complex	
  interac8on	
  scenarios	
  	
  

Some	
  ques8ons	
  


